Journal of Engineering
Rescarch and Reporty

Journal of Engineering Research and Reports

Volume 26, Issue 12, Page 261-270, 2024; Article no.JERR.126308
I ISSN: 2582-2926

Cybersecurity in the Petroleum
Industry: A Comprehensive Review of
Threats and Mitigation Strategies

Akpan, U.E. @ and Okoye. O. 2

apDepartment of Pure and Industrial Chemistry, University of Port Harcourt, Rivers State, Nigeria.

Authors’ contributions

This work was carried out in collaboration between both authors. Both authors read and approved the
final manuscript.

Article Information
DOI: https://doi.org/10.9734/jerr/2024/v26i121356

Open Peer Review History:

This journal follows the Advanced Open Peer Review policy. Identity of the Reviewers, Editor(s) and additional Reviewers,
peer review comments, different versions of the manuscript, comments of the editors, etc are available here:
https://lwww.sdiarticle5.com/review-history/126308

Received: 08/09/2024
: : Accepted: 10/11/2024

R Articl
eview Article Published: 17/12/2024

ABSTRACT

The reliance of the petroleum industry on digital technologies is on the increase. This increase has
introduced significant cyber security risks, threatening operations, safety, and the environment. This
review examines the current state of cyber security in the petroleum industry, highlighting the range
of threats, including phishing, ransom ware, OT-specific risks, like attacks on SCADA and ICS
systems, and industrial control system attacks. It also assesses the effectiveness of
countermeasures, such as risk assessment, incident response planning, employee training, and
advanced security measures like Al and machine learning. The study emphasizes the importance of
compliance with industry-specific standards and certification, continuous monitoring, and adaptation
to emerging technologies and evolving threats. Some of the cyber security standards and protocols
include NIST, ISO/IEC 27001 and CIS. Their duties include provide guidelines to assist
organizations in conducting appropriate and effective management and mitigation of risks,
establishing a sound information security management system that focuses on safeguarding

*Corresponding author: Email: uduakobong23@gmail.com;

Cite as: U.E., Akpan, and Okoye. O. 2024. “Cybersecurity in the Petroleum Industry: A Comprehensive Review of Threats and
Mitigation Strategies”. Journal of Engineering Research and Reports 26 (12):261-70.
https://doi.org/10.9734/jerr/2024/v26i121356.


https://doi.org/10.9734/jerr/2024/v26i121356
https://www.sdiarticle5.com/review-history/126308

Akpan and Okoye; J. Eng. Res. Rep., vol. 26, no. 12, pp. 261-270, 2024; Article no.JERR.126308

sensitive data and outline a prioritized method by which one could guard against common cyber
threats, putting an emphasis on key areas of security, access control, and response to incidents
respectively. This review aims to inform and guide the petroleum industry in strengthening its cyber
security posture and ensuring the resilience of its operations as well as this review serves as a

guide for leadership on
vulnerabilities.

resilience and proactive threat management,

addressing critical

Keywords: Cyber security; petroleum industry; threats; mitigation strategies; technology.

1. INTRODUCTION

The petroleum industry, a cornerstone of the
global economy, has undergone significant
technological transformation in recent decades.
As the sector increasingly relies on digital
technologies to optimize operations, enhance
efficiency, and maintain competitiveness, it
simultaneously faces an evolving landscape of
cyber threats. This digital revolution, while
bringing numerous benefits, has also exposed
the industry to new vulnerabilities that malicious
actors can exploit (Nguyen, 2023). The critical
nature of the petroleum sector to national and
global economies, coupled with its potential
environmental impact, makes it an attractive
target for cyber-attacks. This review aims to
provide a comprehensive analysis of the current
state of cyber security in the petroleum industry,
examining the threats faced and the
countermeasures employed to mitigate these
risks (Malik, 2022).

The petroleum industry is a critical component of
the global economy, providing energy and fuel
for various sectors. However, the increasing
reliance  on digital ~ technologies  and
interconnected systems has exposed the
industry to cyber threats. Cyber attacks can
compromise the safety, security, and reliability of
petroleum operations, potentially leading to
environmental disasters, economic losses, and
reputational damage (Stouffer et al., 2015).

The petroleum industry's unique characteristics,
such as complex infrastructure, distributed
assets, and high-value targets, make it an
attractive target for cyber attackers (FireEye,
2019). Furthermore, the industry's aging
infrastructure and lack of standardization create
vulnerabilities that can be exploited by attackers
(Deloitte, 2020).

Recent incidents, such as the 2012 Shamoon
attack on Saudi Aramco and the 2018 cyber
attack on the lItalian oil company, Saipem,
highlight the industry's vulnerability to cyber

threats (Symantec, 2019). These incidents
demonstrate the need for robust
cybersecurity measures to protect the
petroleum industry's critical infrastructure and

assets.

2. IMPORTANCE OF
INDUSTRY

PETROLEUM

The petroleum industry plays a vital role in the
global economy and has numerous significance.
Outlined here are some of them:

1. Energy Source: Petroleum provides energy
for transportation, heating, and electricity
generation.

2. Economic Growth: The industry contributes
significantly to GDP, employment, and
government revenue.

3. Industrial Feedstock: Petroleum is a raw
material for manufacturing chemicals,
plastics, and pharmaceuticals.

4. Transportation Fuel: Petroleum products
like gasoline, diesel, and jet fuel power
vehicles and aircraft.

5. Lubricants: Petroleum-based lubricants are
essential for machinery and equipment.

6. Consumer Products: Petroleum is used in
cosmetics, clothing, and other everyday
products.

7. Employment Opportunities: The industry
provides a source of employment to
millions of people all over the world, both
directly and indirectly.

8. Government Revenue: Export of petroleum
fetches a lot of revenue for many
countries.

9. Global Trade: Being one of the most
traded commodities in the world, petroleum
influences global politics and economies.

10. Research and Development: The industry
spearheads research in the development
of Dbetter extractions and refining
processes, and alternative energies.

This will range from the simple supply of energy
to almost every other aspect of modern life.
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3. OVERVIEW OF
RELIANCE ON
TECHNOLOGIES

INDUSTRY'S
DIGITAL

Digitalization of the Petroleum Industry: The
petroleum industry has pursued digital
technologies right from exploration and
production to refining and distribution.
Digitalization has integrated the operation
technology system with IT networks for
real-time monitoring and observation, informed
decision-making and automatic control of vital
processes. According to Radmand et al.
(2018), "Several digital technologies are
presented in Table 1 together with their
applications.

This digital transformation has increased a
tremendous  improvement in  operational
efficiency, cost reduction, and the management
of safety. Some of the key technological
advances within the industry include the
following:

Supervisory Control and Data Acquisition
(SCADA) systems: It facilitates the remote
monitoring and control of industrial processes by
providing real-time data for rapid responses to

changes or anomalies in operations (Macaulay &
Singer, 2011).

IoT Devices: loT sensors deployed across the
production and distribution networks are enabling
constant monitoring of equipment health,
environment conditions, and process
parameters. Big Data Analytics: The vast
amounts of data produced by the digital systems
are analyzed in order to optimize operations,
predict maintenance needs, and generally
improve performance. It has become more
accessible and collaborative, even across
geographically dispersed teams, by using scaled-
up storage and computation resources in cloud-
based solutions. Cloud-based solutions provide
scalable storage and computing resources, make
data management easier, and are thus useful in
enabling work on collaborative efforts among
teams that are spread across a large
geographical area.

Artificial Intelligence and Machine Learning: Both
are increasingly being used in predictive
maintenance, in the modeling of reservoirs, and
for optimizing drilling operations. While these no
doubt revolutionized the industry, they equally
expanded the attack surface for cyber.

Table 1. Digital Technologies and uses

SIN Digital Technologies

Uses

1. SCADA Systems (Supervisory Control and Data

Acquisition Systems.)

for real-time monitoring and control

1. ERP Systems for integrated business management
Enterprise Resource Planning systems.
3. Digital Twins Virtual replicas of physical assets for simulation,
analysis, and optimization.
4, Blockchain Distributed ledger technology for secure,
transparent, and tamper-proof transactions.
5. Augmented Reality (AR) and Virtual Reality (VR) Immersive technologies for training,

maintenance, and operations.

4. BENEFITS OF DIGITAL TECHNOLOGY

Some of the main advantages of digital technologies are listed below.

1. Increased Efficiency: Automating and optimizing business processes with more intelligence.
2. Greater Safety: Reduced risk of accidents, enhanced safety due to real-time monitoring and

predictive maintenance.

3. Informed Decision-making: Data-driven insights to make informed decisions.
4. Cost Savings: Optimizing operations and better asset utilization reduces costs.
5. Enhanced Customer Experience: Improved customer experience and engagement through

digital channels.
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5. CHALLENGES
TECHNOLOGY

OF DIGITAL

Some of the challenges that digital technology
provides to our living world today include the
following:

1. Cyber security Risks: Increased
vulnerability to cyber threats.

2. Data Management: How to manage such a
huge amount of data coming from different
sources.

3. Change Management: Adapting to new
technologies and workflows.

4. Skills Gap: Addressing
specialized digital skKills.

5. Regulatory Compliance:
compliance  with  evolving
requirements.

the need for

Ensuring
regulatory

The petroleum industry is embracing one of the
fastest-changing digital landscapes. In view of
that, several companies within the petroleum
sector have embraced digital technologies in
maintaining competitiveness in their operations
and trying to overcome a number of emerging
challenges.

The review paper is carried out to perform the
following objectives, which are: To identify digital
technologies used in the petroleum industry and
their associated cyber security vulnerabilities,
assessment of current cyber security measures
adopted by the industry, their effectiveness,
impact of cyber-attacks on the operation, safety,

and reputation of the industry. The best practices
and recommendations for the improvement of
cyber security in the petroleum industry will be
supported. A critical review of the current
literature about cyber security in the petroleum
industry and identification of areas for future
research will be presented in the review paper.
This review paper looks into the state of cyber
security in the petroleum industry, digitized by
technologies employed in operations. This paper
will look into identified vulnerabilities and threats
associated with those technologies, and current
assessments of the cyber security measures of
the industry.

6. CYBER THREATS
INDUSTRY

IN PETROLEUM

The petroleum industry is facing an increasing
number of cyber threats, which can have severe
consequences on operations, safety, and the
environment. According to a report by Deloitte,
"The petroleum industry is a prime target for
cyber attacks due to its critical infrastructure and
high-value assets" (Deloitte, 2020).

6.1 Types of Threats

The petroleum industry is facing an increasing
number of cyber threats, which can have severe
consequences on operations, safety, and the
environment. Some of the most common cyber
threats in the petroleum industry have been listed
in Table 2 below:

Table 2. Types of threat, Attack Method and Potential Damages

SIN Threat Type Attack Method

Potential Damages

1. Malware
trojans

Infection of systems with viruses, worms, or

Operational disruption, data theft,
financial losses

2. Ransomware

Encryption of critical data for ransom

Production halts, financial losses,
data loss

3. Phishing

Social engineering to gain unauthorized access

Data breaches, credential theft,
financial fraud

4, Insider Threats Misuse of authorized access

Intellectual property theft, sabotage,
reputational damage

5. ICS/SCADA
Attacks

Exploiting vulnerabilities in control systems

Safety incidents, environmental
damage, production losses

6. DDoS Attacks

Overwhelming systems with traffic

Service disruptions, operational
downtime

7.  Supply Chain

Compromising third-party vendors or software

Widespread system compromise,

Attacks malware distribution

8. Advanced Long-term, targeted intrusions Espionage, data exfiltration, strategic
persistent threats advantage to competitors
(APTSs)

Sources:
"Cybersecurity in the Oil and Gas Industry" - DNV GL
"Oil and Natural Gas Subsector Cybersecurity Capability Maturity Model" - U.S. Department of Energy
"Cyber Security in the Oil and Gas Industry" - IEC (International Electrotechnical Commission)
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Each of the above threats has unique goals and
exploits specific vulnerabilities. Moreover, each
of these threats can have different subtypes,
which are defined and described in the following
sections.

7. SAFETY CHALLENGES IN
PETROLEUM INDUSTRY

In reliability theory, threats refer to various types
of impacts on objects that can lead to their failure
or damage. These impacts can be caused by a
variety of factors such as environmental
conditions, human error, or design flaws. Threats
can be classified into different categories such as
physical, chemical, biological, and cyber threats.

Quite often, the very basis of carried-out cyber-
attacks hides elementary extortion of money.
However, the attackers can also try to achieve
economic advantages, cause public protests,
harm national security of countries, and also
receive financial rewards from interested parties.
Only a small portion of these incidents reveals
what these impacts can have for the economy,
society, and national security, pointing out the
necessity of further research. It will be of
assistance to understand better the nature and
scale of threats and to develop effective ways
and means for strengthening cyber security.

8. VULNERABILITIES IN
PETROLEUM INDUSTRY

THE

This sector is particularly vulnerable since it
operates on a complex structure, infrastructure,
legacy systems, and interconnected networks.
These bring about major security challenges and

risks that emanate from outdated software and
hardware, among other causes, supported by
Fire Eye (2019). It has been supported that
SCADA and ICS systems have become open to
various kinds of cyber-attacks owing to
increasing connectivity to the corporate network
and the internet. Also, remote access and
connectivity increase the attack surface, enabling
hackers to reach critical systems from anywhere.
Supply chain and third-party vendors introduce
vulnerabilities and risks into operations within the
petroleum industry.

9. ATTACK VECTORS IN THE
PETROLEUM INDUSTRY

An attack vector is a specific path, method, or
technique through which an attacker can get
unauthorized access to a computer system,
network, or digital asset. It is essentially the path
or method through which an attacker would
leverage any form of vulnerability in the security
features of the system. An attack vector refers to
a technique or point of entry that an attacker
uses through which he infiltrates or causes a
breach in the security of a system. This may be
to steal data, install malware, or disrupt normal
operations. Varied attack vectors may range from
technical exploits to social engineering. Some
attack vectors include: phishing emails,
compromised credentials, unpatched software
vulnerabilities, malicious attachments, insecure
network connections, social engineering, and
USB drives that contain malware. Each of the
reasons mentioned below will make it clear just
why attack vectors are important in cyber
security:

Table 3. Common attack vectors and associated cyber-attacks, targets, and potential damages

S/IN Vector attack Cyber attack

Targets: Damages

1. Industrial Control Malware infection,

Systems (ICS) / SCADA

unauthorized access

Control systems,
sensors, PLCs

Disruption of operations,
equipment damage, safety
incidents

2. Information Technology  Phishing, ransomware  Corporate networks, Data theft, financial losses,
(IT) Networks databases reputational harm

3. Operational Technology = Man-in-the-middle Production systems, Production losses,
(OT) Networks attacks, protocol field devices environmental incidents

exploitation

4, Cloud Services Account hijacking, Cloud-hosted data  Service outages, data
DDoS attacks and applications breaches
5. Supply Chain Vendor compromise, Third-party systems, Malware propagation,

software supply chain

attacks

software updates unauthorized access

Sources:
"Cybersecurity in the Oil and Gas Industry" - DNV GL
"Cyber Security in the Oil and Gas Industry" - IEC (International Electrotechnical Commission)
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Identifying possible weaknesses in a system,
working out efficacious security strategies,
prioritizing the  security resources, and
performing risk analysis. The attack vectors
change with time, new technologies and cyber
criminals devise newer ways. Some attack
vectors in the petroleum industry along with the
associated cyber-attacks, targets, and potential
damages are given in Table 3.

10. COUNTER MEASURES AND BEST
PRACTICES IN PETROLEUM
INDUSTRY

Stringent cyber security measures, such as
periodic updating of software, firewalls, and
intrusion detection systems, may reduce the
chances of cyber-attacks. Vulnerability is
identified by regular risk assessments and
mitigated through various risk management
strategies. Network segmentation and isolation
will assist in preventing lateral movement, should
there be a breach. Multi-factor authentication and
strong access control policies can ensure that
unauthorized access cannot be affected.
According to Symantec, 2019 mEncrypting
sensitive data along with the control of data
protection can help prevent breaches. According
to Crowd Strike, 2020, advanced security
controls need to be implemented, which include
next-generation firewalls, intrusion prevention
systems, and sandboxing as a way of detecting
and deterring these threats from time to time. As
revealed by Fire Eye, 2019. Al and machine
learning can help identify threats and incidents,
and predictive analytics. This will also use
industry-wide organizations and forums used to
share threat intelligence and best practices to
keep up with emerging threats. Regular red
teaming and penetration testing can also help
them recognize their vulnerabilities and hence
improvements in incident response (Chatterjee,
2020). Providing periodic awareness in cyber
security and training to employees can prevent
attacks via phishing and social engineering.
(Stouffer et al., 2015).

Breach and Attack Simulation (BAS): BAS is a
proactive process and uses automation to
simulate  real-world  cyber-attacks  against
systems in an organization by evaluating the
security posture (Sharma and Kumar, 2022). It
emulates different attack scenarios for finding
and detecting vulnerabilities  within  the
organization and tests incident response
capabilities for prioritizing remediation efforts (Liu
et al.,, 2022). This proactive approach improves

overall cybersecurity resilience by gaining insight
into potential threats, as well as the efficiency of
already-deployed defenses.

Threat Landscape Reports: Threat Landscape
Reports have become an important tool for any
enterprise desiring to enhance its cybersecurity
posture (Wang et al.,, 2018). Being a deep
resource on threats and vulnerabilities, they help
an organization understand the larger threat
landscape (Conti et al.,, 2021). These reports
contain in-depth analyses of various cyber
threats, such as malware and phishing attacks,
newly discovered vulnerabilities, and attack
trends, which might relate to certain industries
(Zhang et al., 2019). They aggregate data from
several sources and provide actionable
recommendations on mitigation strategies and
incident response guidance. As these reports are
regularly updated, organizations are well-
informed of the evolving threat landscape and
make effective decisions on resource allocation
to strengthen their defenses against any potential
cyber attacks (Chen et al., 2018).

Artificial Intelligence and Machine Learning:
Al and ML are finding increasing importance in
order to improve cyber security by automating
threat detection, response, and prevention (Guo
and Liang, 2016). These technologies analyze
great volumes of data in real time for the
identification of patterns and anomalies that may

suggest malicious activity-considerably
enhancing speed and accuracy of threat
detection when compared with traditional

methods (Lee and Kim, 2024). Al-powered
systems learn from incidents that happened in
the past and keep adapting to new tactics by
cybercriminals, thereby helping in predictions
and mitigations of future threats. The ML
algorithms can also automate routine security
tasks, such as log analysis and vulnerability
assessments, thereby freeing up security teams
to concentrate on more challenging endeavors
(Sun and Yan, 2023). With the integration of Al
and ML into the cyber defense strategies, an
organization enhances its capability to protect
itself from cyber-attacks proactively.

Ransom ware Resilience: This refers to when
an organization puts in full preparation against
ransom ware attack, is quick in its response, and
recovers afterward. It requires a well-thought-out
strategy, that should include regular backup of
data, making sure the storage of the backed-up
data is kept safe and offline, hence not at risk
from compromise (Huang and Yuan, 2023).
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Organizations should also use robust security
measures, such as endpoint protection, network
segmentation, and user training, to reduce the
chance of infection. Incident response plans
need to be developed and tested frequently so
that teams can quickly react in the instance of an
attack (Yuan and Wang, 2016). Further, keeping
software updated and applying security patches
in a timely manner are basic things to reduce
vulnerabilities that ransom ware takes advantage
of. Thus, a resolution to focus on these aspects
will increase resilience against ransom ware
attacks by organizations with less impact on

operations and information integrity (Shah,
2022).
Zero Trust Architecture in Operational

Technology: Means that no device or user, by
default, is trusted inside or outside the network.
In particular, the concept of OT environment
dealing with critical infrastructures and industrial
control systems becomes very important.

In the Zero Trust OT setting, every access
request is to be authenticated stringently. It must
be through strong IAM practices wherein
permission would be extended only to personnel
who need the access to systems and data to
perform their functions (Malik, 2022). There
should be a segmentation of networks, meaning
that OT networks should remain in isolation from
IT networks, while within the OT environment,
segmentation at further lengths would reduce the
possibility of lateral movement if an attacker
accesses (Nguyen, 2023).

It was by the continuous monitoring, real-time
threat detection, and identification of abnormal
behaviour that could potentially show a breach,
which are all cornerstones of this approach.
Utilizing micro-segmentation and least-privilege
access principles serves to diminish the possible
attack surfaces. This makes Zero Trust
Architecture incredibly capable of securing OT
environments for critical infrastructures against
cyber threats and meeting regulatory standards
and compliance.

11. REGULATORY FRAMEWORK AND
COMPLIANCE

Various regulatory and standards frameworks
govern the petroleum industry, ensuring
cybersecurity and resilience: Stouffer et al.
(2015). NERC CIP, API 1164, among others,
serve to provide guidelines on cyber security in
the petroleum industry: NERC (2020); API

(2019). Ineffective compliance refers to resource
and skill limitations or lack thereof and standards
mismatch against the industry: Ponemon Institute
(2020). Best practices are a risk-based
approach, continuous monitoring, incident
response planning: FireEye (2019).

12. CONCLUSION

The successful application of cyber security
measures in the petroleum industry cannot be
accomplished without an inclusive strategy
covering risk assessment, incident response
planning, and employee training. It is envisioned
that emerging technologies like Al, block chain,
and loT will see widespread usage in the
petroleum industry during this decade. These
technologies will pose new challenges and
opportunities for the cyber security domain.
Sectors like artificial intelligence, machine
learning, and cloud computing will be relevant
players in the bettering of cyber security within
the petroleum industry. With cyber-attacks, the
petroleum industry has come under constant
attack; it is evolving into some kind of
epidemiology in these nation-state attacks,
ransom ware, and supply chain vulnerability.
Industry-specific cyber security standards and
certification, such as API 1164, therefore, will go
a long way in realizing compliance and
improvement in cyber security posture.
Conclusion The petroleum industry forms part of
the core in the global economy; therefore,
dependencies from digital technologies have
intervened with a significant amount of cyber
security risks. It needs to be vulnerable to
phishing, ransomware, and industrial control
system attacks that are potentially destructive in
their operations, safety, and environmental
damages. These risks can be mitigated through
various ways: comprehensive cyber security
approach, risk assessment, incident response
planning, employee training, and advanced
security measures Al and machine learning. The
industry-specific standards and certification, such
as API 1164, should be met accordingly. In view
of the emerging technologies and evolving
threats, continuous monitoring and adaptation
shall be done. Threat understanding and
effective countermeasures allow the petroleum
industry to assure the resilience of operations
against these burgeoning cyber threats.

13. RECOMMENDATION

Recommendation for Future Research and

Applications:
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1. The Effectiveness of Al-powered cyber
security solutions for threat detection and
response in the petroleum industry should
be investigated.

2. A comprehensive risk  assessment
involving the supply chain and third-party
vendor vulnerabilities in the petroleum
industry can also be undertaken.

3. Similarly, the development and
implementation of industry-specific cyber
security standards and certification
programs are also required in the
petroleum industry.

4. Research into block chain technology
application in cybersecurity and data
integrity enhancement in the petroleum
industry.

5. The human factor in cyber security, for
example, investigations into the training
and awareness of employees to avoid
social engineering type attacks.

6. Incident Response Plans shall be
developed and regularly exercised to
ensure readiness in case of a cyber-attack
event.

7. Regular security audits shall be
performed along with penetration testing to
identify weaknesses that could be used to
further improve  the cybersecurity
posture.

8. To study the application of loT security
solutions for protection against cyber
threats in the petroleum industry.

9. To design an information-sharing
framework for best practices regarding
cyber security threats in general, and those
in  particular, within the petroleum
industry.

10. The role played by cyber insurance to
minimize the economic losses of the
petroleum industry due to cyber attacks
should be investigated.

By following these recommendations and
applications strictly, the petroleum industry would
no doubt be well-set to strengthen its cyber
security posture in order for it to protect against
emerging threats and assure the resilience of its
operations.
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